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About
TechInsights
The authoritative information platform 
to the semiconductor industry.

Over 650 companies and 70,000 users 
access the TechInsights Platform, the world’s 
largest vertically integrated collection of 
unmatched reverse engineering, teardown, 
and market analysis in the semiconductor 
industry.

1891 Robertson Road
Suite 500
Ottawa, Ontario K2H 5B7 
Canada

T 1-613-599-6500
F 1-613-599-6501
Web site: www.techinsights.com
Email: support@techinsights.com
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Typical Reverse Engineering Workflow

Sample Preparation

Imaging

Starting sample

Image Processing

Component Identification
Schematic Organization
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Workflows
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Cell Kernel Definition

Image Correlation Search

Up to 8 orientations
Rotation (0, 90, 180, 270)
Mirror (X,Y)
Scaling

Schematic Netlist

Inverter 7nm Inverter 5nm
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"transistors": [        
{          
"T": [86550, 57933],          
"DIM": [28, 206], ← Length, 
Width        
"S": {"XY": [86588, 57908]},          
"G": {"XY": [86614, 57946]},          
"D": {"XY": [86588, 57984]}        
},
. . . . . . . 

Transistor netlistExtracted gatesSegmented imagesSEM images

G

S D

Transistor: Source-Gate-
Drain

Automated Transistor Extraction - Planar
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Pseudo-diffusion

Trench contact

Gate

Automated Transistor Extraction - FinFET
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Netlist Search Automation – Search Area

Graph (edges and nodes)

…
I 8298 SI_LIB:MOS 1 2390 1280 0 1 
A 2390 1280 18 0 9 0 ATE_DEV=ID411221B.DEV
A 2390 1280 18 0 9 0 ATE_DEV_DB=61B.DEV_DB
A 2390 1280 18 0 9 0 DATETIME=05 APR 2023 16:31:08
A 2390 1280 18 0 9 0 GRID=B
A 2420 1300 18 0 2 1 L=0.6U
A 2390 1280 18 0 9 0 USERNAME=LRYCHLICKI
A 2420 1320 18 0 2 1 W=0.1U*2
A 2435 1285 10 0 2 3 X={9B9D3C96-5DA0-45E6-BA80-
9E116CEB6876}
A 2390 1280 18 0 9 0 XY=496373 -94228
C 8296 1 1 0
…

Netlist Schematic

Transistors
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Template: NAND2 gate.

Netlist Search Automation – Search Template

graph nand2_1{
…
I8054 [shape=record, layer=io, color=cyan4, label="{<P1I8054> 
IN}|{A\nSI_LIB:IN}|{}"];
I8055 [shape=record, layer=power_high, color=brown2, 
label="{}|{SI_LIB:PWR}|{<P2I8055> PWR}"];
I8056 [shape=record, layer=power_high, color=brown2, 
label="{}|{SI_LIB:PWR}|{<P2I8056> PWR}"];
C1 [layer=signal, shape=diamond];
I8048:P1I8048--C1
I8054:P1I8054--C1
…
}

Netlist
Schematic
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Search Approach
§ Crawl search space, marking off components when found

§ Collapse parallel/series
§ Search order big to small
§ Special rules for high fanout nets
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Challenges
§ Requires additional imaging/segmentation/accuracy
§ Power domains
§ High fanout signals
§ Analog circuits
§ Guard rings
§ Compute power
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Case Study
Large digital block

Automatically 
extracted 
transistors

Automatically 
recognized 
gates
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Netlist Search on Large Digital

A search for “off-
the-shelf” standard 
logic cells

In 5 minutes, we 
found 12,970 logic 
cells, accounting for 
64% of the total 
number of 
transistors originally 
extracted.
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Future Work
§ Power Domains
§ FinFET
§ Fuzzy Search
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Thank You!

Chris Pawlowicz
cpawlowicz@techinsights.com

1891 Robertson Road
Suite 500
Ottawa, Ontario K2H 5B7 
Canada

T 1-613-599-6500
F 1-613-599-6501
Web site: www.techinsights.com
Email: support@techinsights.com


