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HARDWARE REVERSE ENGINEERING C)\S)\
IS DRIVEN BY HUMANS




CASA
BACKGROUND i B,

* Reverse engineering calls for cognitive
deduction, induction and creativity
— special sort of problem solving

« A“best” strategy might not exist

Our general assumption:
== Find (cognitive) commonalities > develop (cognitive) obfuscation




REVERSIM

A Hardware Reversing Simulation

‘Conﬁrm‘
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METHODS TO CAPTURE HRE STRATEGIES

Eye Tracking Verbal Thought Protocols
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RESEARCH QUESTIONS

RQ1 - Can fixations obtained from eye tracking be used to observe
behaviors within HRE problem solving?

RQ4 - How can eye tracking and Think Aloud complement each other in
describing HRE problem solving?
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STUDY PROCEDURE e—

Hummm...This OR gate ¢an be the key?

Demographics Post Survey
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RQ1 — OBSERVING BEHAVIOR CASA
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USING EYE TRACKING o LanceScie Apissancs

Figure 3. Camouflaged 2-input NAND
(left) and NOR (right) gates, active layer

Remarkable
e The camouflaged gate draws major attention
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RQ1 - QUANTIFYING GAZE BEHAVIOR

Task with camouflaging obfuscation
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Remarkable

e The camouflaged gate draws major attention
across all participants in our study
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APPLICATION: DECOY OBFUSCATION

Skip Level‘ ’Conﬁrm‘

I Remarkable
e The camouflaged gate draws major attention
across all participants in our study
despite being irrelevant for the solution! .
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Forward Tracking Backward Tracking
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DESCRIBE HRE STRATEGIES

From heatmaps ... ... to scanpaths

Scanpath (Fixations Duration & Saccades)

v Spatial Information Temporal Information




RQ4 - USING MIXED-METHODS TO

DESCRIBE HRE STRATEGIES

Eye Tracking Verbal Thought Protocols

Scanpath (Fixations Duration & Saccades)

Vertical Coordinate

Horizontal Coordinate
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Temporal Resolution "
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validating
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So which means the output of the unknown gate needs.
00:17:45
Tobe 0.

00:17:51
And uh, need to be 0.

00:18:02
This is off.
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Temporal Resolution ! l
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DESCRIBE HRE STRATEGIES
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Eye tracking and think aloud can correctly
locate different reverse engineering behaviors
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TAKEAWAYS T

Eye tracking can tell us about attention when navigating
a circuit, and discover what slows down reversing
— a quantitative method

286
| 267 So which means the output of the unknown gate needs.
288

Verbal protocols allow deep insights into cognitive
processes during reversing
— a qualitative method

2 TobeO.

Outputs

Combining both techniques can yield rapid insight into
g reversing approaches and obfuscation effectiveness
ore I st — a mixed-methods approach
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