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PRACTICAL APPLICATION
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• Crypto protocol might be secret
• Charlie may get their hands on a radio
• Algorithm must be recovered for 

subsequent analysis
• But how?
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HRE OVERVIEW
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SYMMETRIC CRYPTOGRAPHY IN HARDWARE
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SYMMETRIC CRYPTOGRAPHY IN HARDWARE
How it looks like as a netlist…
(only shows FFs for simplicity)
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HAWKEYE: CANDIDATE SEARCH
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HAWKEYE: CANDIDATE SEARCH
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IMPORTANT OBSERVATIONS
1. FFs in state register influence only 

state register and ciphertext output

2. State register FFs and ciphertext FFs 
are distinguishable

3. Avalanche effect: FF in first state 
register influences all FFs of later 
state register(s) 

4. Round function only depends on 
plaintext, round keys, and FSM 
control signals
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HAWKEYE: ROUND FUNCTION ANALYSIS
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HAWKEYE: ROUND FUNCTION ANALYSIS
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HAWKEYE: ROUND FUNCTION ANALYSIS
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EVALUATION: OPENTITAN
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EVALUATION: OPENTITAN
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After 77.3 seconds:

Contains 424.341 gates



• Finds almost all ciphers in FPGA 
and ASIC netlists 

• Runtime is in the seconds

• Even finds some ciphers that we 
did not expect it to find

• Only very few false positives

EVALUATION: KNOWN CIPHERS
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CONCLUSION & FUTURE WORK
Recap:
• HAWKEYE is optimized for SPN, ARX, and Feistel ciphers 
• It reliably locates all kinds of ciphers, even in a large industry-grade SoC
• Detection is fast and usually requires at most a few minutes

Future Work / Please Reach Out:
• Symmetric cryptography based on shift registers
• Side-channel protected implementations
• Actually finding unknown cryptography
• If you have a real-world device to look at, please reach out to us!

THANK YOU
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