
MAX PLANCK INSTITUTE
FOR SECURITY AND PRIVACY

CONFUZZ: 
COMBINING HARDWARE REVERSE ENGINEERING 
AND SECURITY ANALYSIS THROUGH FUZZING

Maik Ender*,  Fel ix Hahn * ,  Marc Fyrbiak*,  
Amir Moradi‡ ,  and Christof Paar*

* MPI-SP, ‡ University of Darmstadt

Harris Workshop, March 19, 2024



BITSTREAM SECURITY

Bitstream

FFFFFFFF
AA995566
"StartDec"
"WrCntr0"
02003FE5

Program

Field Programmable Gate Array 

(FPGA)

Bitstream



FUZZING



FFFFFFFF
AA995566
"StartDec"
"WrCntr0"
02003FE5

FFFFFFFF
AA995566
"StartDec"
"WrCntr0"
02003FE5

FFFFFFFF
AA995566
"StartDec"
"WrCntr0"
02003FE5

FFFFFFFF
AA995566
"StartDec"
"WrCntr0"
02003FE5

BITSTREAM FUZZING
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FUZZING GOALS

Automated bug & 

vulnerability discovery

Reverse engineer Xilinx 

configuration engine

Explore fuzzing as a 

general defense 

technique for hardware
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CONFIGURATION ENGINE
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BITSTREAM FUZZING
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FUZZING STRATEGIES

1. Bitstream Structure

Fuzz the general

bitstream instruction set

architecture

2. Intra Command

Fuzz single configuration 

registers (bit pattern)

3. Inter Command

Fuzz interaction between 

multiple registers and 

commands
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FINDINGS



• Reverse engineer towards better understanding

• Hard crash in register 23 (power cycle needed)

• RSA authentication test mode (rapid prototyping)

• Re-discover starbleed automatically

• Discover JustSTART
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just start the FPGA
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CONCLUSION

Fuzzing on Hardware

• Can be effective

• Found new vulnerabilities

• Better understanding

• Efficiency:

• Strategies

• Rapid prototyping

github.com

/emsec/ConFuzz

Limitations

• Scalability (Hardware for every 

Instance, slow interfaces)

• Internal state (in-)visibility 

Future work: Use side-channels

• Human assisted evaluation

Future work: Automation


