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BITSTREAM FUZZING
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Abstract. Fuzzing is 8 we\\—mmb\is.h(xi technique in the software domain Lo uncover



FUZZING GOALS

Explore fuzzing as a
general defense
technique for hardware

Automated bug & Reverse engineer Xilinx

vulnerability discovery configuration engine
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CONFIGURATION ENGINE

FPGA

Bitstream d- K Le ok O
o 11 (S
1 1 "k Im
1.0 r : 10O
"Header" | EN | I kT
WrCntrlO T 0 T§ T Tm
02003FE5 11 i 1M
WrFDRI 1= 1
COFFEEEE o 1. U
< 11 TR
a =y 1 ° M Ey I
Bl 1 ¢ ni
11 ik
1 s MiFef i
1.1 i
-1
d-
1.0




BITSTREAM PROGRAM
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BITSTREAM FUZZING
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FUZZING STRATEGIES

1. Bitstream Structure

Fuzz the general
bitstream Instruction set
architecture

2. Intra Command

Fuzz single configuration
registers (bit pattern)
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3. Inter Command

Fuzz interaction between
multiple registers and
commands
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FINDINGS

« Reverse engineer towards better understanding

« Hard crash in register 23 (power cycle needed)

« RSA authentication test mode (rapid prototyping)

« Re-discover starbleed automatically
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JUSTSTART
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JUstSTART: Circumvent RSA authentication

just start the FPGA
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Fuzzing on Hardware

Can be effective
Found new vulnerabilities
Better understanding
Efficiency:
Strategies
Rapid prototyping

Limitations

Scalability (Hardware for every
Instance, slow interfaces)
Internal state (in-)visibility
Future work: Use side-channels
Human assisted evaluation
Future work: Automation




